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SEECIEICAimH 

TITLE OF THE INVENTION 

APPARATUS AND METHOD FOR MAINTAINING PACKET ORDERING 
OVER PARALLEL LINKS OF A CROSSBAR BASED SWITCH FABRIC 

BACKGROUND OF THE INVENTION 

1. fip.lH nf the Invention 

' This invention relates generally to the field of data exchange. More specifically, 
this invention relates to data exchange among a plurality of agents using a plurality of 
data links, each data link passing through or including a crossbar. 

2. Background 

Those of ordinary skill in the art will realize that, in its most basic form, data 
exchange can represent the transfer of data of a communication from a transmitting 
agent to a receiving agent over a single dedicated data link. In a slightly more 
complicated form, data exchange can represent the transfer of data from agent A to 
agent B over dedicated data link 1 and the transfer of data from agent B to agent A over 
dedicated data link 2. Alternatively, data exchange can represent the transfer of data 
from agent A to agent B over a dedicated data link at time 1 and the transfer of data from 
agent B to agent A over the same dedicated data link at time 2 where time 1 and time 2 
are different times such that the two transmissions do not conflict with one another. In 
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its most abstract form, data exchange can represent the transfer of data from n 
transmitting agents to n receiving agents over n data links where n is an positive integer. 
As the number of agents and data links grows, the complexity and cost of the data 
exchange system can become extreme. 

One method for simplifying the data exchange system is to combine the data links 
rather than have separate links between each of the agents. This can be accomplished 
by connecting each of the agents only to a common point or crossbar (XBAR) which 
connects the agents two at a time as appropriate to complete the data link between the 
agents. This method benefits from a reduction in the number of data links in the data 
exchange system but suffers from an increase in traffic over each of the data links. 
Those of ordinary skill in the art will realize that each of the data links has a limited 
bandwidth depending on the transmission media. Eventually, each of the data links will 
reach this limit and will not be able to transmit any more data at any faster speeds. 

Some terminology which will be used herein will now be set forth. The term 
"Switch Fabric" describes a plurality of Data Links interconnecting Agents Ihrough 
Packet Switching Crossbars ("XBARs"). The Switch Fabric can be constructed using 
one or more XBARs. Each "Agent" can transmit or receive data over the Switch 
Fabric. An Agent which is involved in a data transfer in which it is transmitting is called 
the "Transmitting Agent". Likewise, an Agent which is involved in a data transfer in 
which it is receiving is called the "Receiving Agent". Agents and XBARs connect to 
Data Links using "Data Link Ports". An Agent has as many Data Link Ports as there 
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are XBARs in the system. An XBAR has as many Data Link Ports as there are Agents in 
the system. 

The data which is transferred between Agents is called a "Stream of Packets" 
and each of the packets will be of arbitrary size. The Stream of Packets is comprised of 
5 one or more "Flows". A "Flow" is a group of packets that are related, i.e., they are 
commonly addressed. An "Order Critical Flow" is a Flow which is order sensitive, i.e., 
the order of this group of packets needs to be maintained when being transferred over 

0 the Switch Fabric. Such order must be maintained, for example, in voice over packet 
a communications and video over packet communications, to name two examples. 

if 

W Each Transmitting Agent keeps a queue of packets to be transmitted in a Transmit 

^ Queue ('TQ") or transmit buffer. Each Transmitting Agent keeps queues of packets for 

1 each Data Link of the Switch Fabric. These are called Transmit Link Queues ("TLQs"). 
5 A Transmitting Agent's packets to be transmitted are removed from its TQ and assigned 
ft to its plurality of TLQs and then transmitted over the Data Link(s). 

Each Receiving Agent keeps a queue of packets received from each Data Link of 
the Switch Fabric. These are called Receive Link Queues ("RLQs"). Each Receiving 
Agent keeps a queue of packets received in a Receive Queue ("RQ") or receive buffer. 
A Receiving Agent's received packets are removed from its plurality of RLQs to its RQ 
20 as the received packets are received. 
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Packets which pass between agents across the switch fabric can be separated 
into two groups: those for which order must be maintained and those whose order can 
be modified by the switch fabric. As was previously mentioned, the former group is 
defined to be an Order Critical Flow while the latter is defined simply as a Flow. There 
5 are numerous reasons why an Order Critical Flow might exist in a system. One might be 
that the flow is comprised of packets of digitized video or audio. In this case, it is highly 
desirable to keep all packets of this flow in sequential order. Out of order packets would 
introduce distortions in what is supposed to approximate a continuous signal. This is 

0 just one example of an Order Critical Flow; there are many others. The present invention 
1# addresses the issue of maintaining packet ordering for Order Critical Flows regardless of 
l~* the reason for the requirement for preservation of packet order. 

1 r. 3 

L ST JMMARY OF THE INVENTION 

A data exchange system includes at least one transmitting agent, at least one 

S receiving agent, and a plurality of data links each having a crossbar coupling respective 

fS transmitting agents and receiving agents. A stream of data packets including at least 
one Order Critical How of data packets having a critical order to be sent from the 
transmitting agent to the receiving agent is divided for transmission among the plurality 
of data links. Multiple Order Critical Flows between the transmitting agent and the 
receiving agent are possible and the packets within such Order Critical Rows can be 

20 intermixed for transmission (along with packets from other Non-Order Critical Flows). 
The packets are transmitted over the data links so that packets from the same Order 
Critical Flow are transmitted over the same data link (while packets from that Order 
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Critical- Flow are in the Transmit Link Queue) and the packets are sequentially 
numbered, based upon the time when the first byte of the packet was received (and not 
the link over which the packet was received) and reassembled by the receiving agent 
into a stream of data packets in accordance with the numbering sequence, thus 
5 maintaining the order of all Order Critical Flows. 

OBJECTS AND ADVANTAGES OF THE INVENTION 

O Accordingly, it is an object and advantage of the present invention to provide a 

a method and apparatus for data exchange that exhibits improved data exchange system 

H= bandwidth. 

1JI It is another object and advantage of the present invention to provide increased 

5 Switch Fabric bandwidth by allowing the use of multiple parallel Data Links for packet 

2 transfer in circumstances where the order of some (but not all) packets is critical. 

It is another object and advantage of the present invention to provide an 
economical high speed parallel data link. 

15 It is another object and advantage of the present invention to take advantage of 

the fact that not all flows of packets sent over the data exchange system will be Order 
Critical Flows and thereby to maximize the useable bandwidth of the Switch Fabric by 
passing such Non-Order Critical Flows of packets through Parallel Data Links 
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simultaneously with packets from Order Critical Flows queued for transmit over a 
selected Data Link. 

It is another object and advantage of the present invention to process received 
packets at the Receiving Agent in the sequential order in which they were initially 
5 received in order to provide a simple method for allocating processing resources to 

individual Data Links while achieving the goal of maintaining the order of Order Critical 
Hows. 

w It is another object and advantage of the present invention that the use of 

H Multiple Data Links to communicate between Transmitting Agents and Receiving 
W Agents provides a measure of redundancy to the communications system. 

2 These and many other objects and advantages of the present invention will 

2 become apparent to those of ordinary skill in the art from a consideration of the 
|; " drawings and ensuing description of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 
15 FIG. 1 is a block diagram of a data exchange system in accordance with a 

presently preferred embodiment of the present invention. 

FIG. 2 is a block diagram of a Transmitting Agent showing a first example of data 
transmission in accordance with a presently preferred embodiment of the present 
invention. 
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FIG. 3 is a block diagram of a Transmitting Agent showing a second example of 
data transmission in accordance with a presently preferred embodiment of the present 
invention. 

FIG. 4 is a block diagram of a Receiving Agent showing an example of data 
reception in accordance with a presently preferred embodiment of the present invention. 

FIG. 5 is a graph of the data received over time by the Receiving Agent for the 
example shown in FIG. 4 in accordance with a presently preferred embodiment of the 
present invention. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 
Those of ordinary skill in the art will realize that the following description of the 
present invention is illustrative only and is not intended to be in any way limi ting, Other 
embodiments of the invention will readily suggest themselves to such skilled persons 
from an examination of the within disclosure. 

In the field of data exchange, those of ordinary skill in the art will realize that the 
data may take many forms. In the present computer age, data is often either original 
analog data converted to digital data or original digital data. Digital data consists of a 
series of bits that encode the information. The bits are organized into strings of bits. 
Four bits is referred to as a nibble. Eight bits is referred to as a byte. A string of bytes of 
indefinite length is referred to as a packet. 
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Those of ordinary skill in the art will realize that there are instances when the 
packets of a particular communication are order sensitive. This means that a data 
exchange system cannot mix up the order of these packets without disrupting or even 
destroying the Order Critical Flow. An example would be a video flow. If a video flow 

5 is broken into sequential packets and the data exchange system disrupts the sequence 
of those packets prior to receipt, then the video flow received by the receiving agent 
will not be continuous or may be distorted. This result should be avoided. Despite 
being order sensitive, the video flow does not have to be transmitted one packet after 

O another with no interruptions. It is possible for the data exchange system to intermix a 

W multitude of packet flows, both Order Critical and Non-Order Critical, so long as the 

H order of Order Critical Flows is not corrupted. 

3 

S m it 

- Order Critical Flows may be designated in any of a number of ways, as would be 

CO apparent to those of ordinary skill in the art. For example, their packets may carry 

P information in a packet header associating the packets with a particular Order Critical 

t5 How, e.g., a flow identifier serial number. Those packets lacking this identifier would be 
packets of a Non-Order Critical Flow, or other packets. 

Turning first to FIG. 1 , a block diagram of a data exchange system 10 according to 
a presently preferred embodiment of the present invention is shown. The data exchange 
system 10 includes a Transmitting Agent 12, a first Data Link 14, a second data link 16, 
20 and a Receiving Agent 18. The first Data Link 14 includes a first line 20, XB AR A 22, 
and a second line 24. The second Data Link 16 includes a first line 26, XBAR B 28, and 
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a second line 30. It is important to note that the data exchange system 10 shown is of 
minimum complexity for example purposes only. Those of ordinary skill in the art will 
realize that the invention disclosed herein would apply equally well to a data exchange 
system having more than one Transmitting Agent, more than two XBARS, and more 
5 than one Receiving Agent. More often than not, a typical application of the present 
invention would involve a more complex data exchange system than that shown but 
each individual exchange of data could ultimately be broken down into components 
just like the data exchange system 10 shown. 

J3 The data exchange system 10 of the present invention exhibits improved data 

it) exchange system bandwidth through the use of two Data Links, first Data Link 14 and 
W second Data Link 1 6, respectively, rather than a Single Data Link, as in the prior art. 
Even greater data exchange system bandwidth could be achieved through the use of 

"Iras' 

5 more than two Data Links. One potential drawback to the use of multiple Data Links is 
2 that if the data exchange system is not properly designed, the use of multiple links may 
ft result in the disruption of the sequence of packets of an Order Critical Row. For 

example, with reference to FIG. 1 , suppose that a first packet of a first Order Critical Flow 
(i.e. flow 1 ;1) is sent by the Transmitting Agent 12 on the first Data Link 14, a second 
packet of the same Order Critical Flow (i.e. flow 1;2) is sent on the second Data Link 16, 
and that the transmission time is longer for flow 1;1 than it is for flow 1;2, then flow 1;2 
20 would arrive at the Receiving Agent 18 before flow 1;1. Depending upon how the 
stream of packets is reconstructed at the Receiving Agent 18, this could result in 
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distortion ~ i.e., the resulting stream of packets would have lost its order, as would Order 
Critical Flow No. 1. 

This potential drawback is avoided in the present invention through the 
application of a pair of operating rules. The first rule controls the movement of packets 

5 from the TQ to the TLQs. In general, packets are distributed evenly between TLQs 
except when the packet to be moved belongs to the same Order Critical Flow as a 
packet already waiting for transmit in one of the TLQs. In this case, the packet must be 

O placed in the TLQ which contains the packet from the same Order Critical Flow. 

ViJs 

*5 Examples of the application of this rule will be presented with respect to FIGs. 2 and 3 
tQ below. The second rule controls the movement of packets from the RLQs to the RQ. 
fi Packets are moved from the RLQs to the RQ in sequential order as initially received by 
% the Receiving Agent. An example of the application of this rule will be presented with 
m respect to FIGs. 4 and 5 below. In accordance with a presently preferred embodiment of 
S the present invention, the first rule is implemented by the Transmitting Agent 12 and the 
f 5 second rule is implemented by the Receiving Agent 18. The result is a distributed 

responsibility data exchange system 10 with no reliance on the coordination of the first 
and second Data Links (14 and 16 respectively) themselves or between the transmitting 
and receiving agent. 

Turning now to FIG. 2, a block diagram of the Transmitting Agent 12, and lines 20 
20 and 26 to XBAR A 22 and XBAR B 28, respectively, illustrating a first example of data 
transmission according to the first rule of the present invention is shown. Data that is 
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ready for transmission is located in Transmitting Queue 32 of Transmitting Agent 12. 
Transmitting Queue 32 is shown in FIG. 2 to have eight separate packet memories 34, 
36, 38, 40, 42, 44, 46, and 48, respectively, however those of ordinary skill in the art will 
realize that any number of such memories could be employed in a similar manner as 
5 described herein for eight memories. Also, the memories can be of any length but must 
be at least as long as the longest packet to be encountered. 

Packets that are to be transmitted over the first Data Link 14 (FIG.l) are first 
5 placed in Transmit Link Queue A ("TLQA") 50 of Transmitting Agent 12. TLQA 50 has 
5 a number of packet memories 52, 54, 56, 58 which serve to buffer packets to be sent by 

spa; 

lOP TLQA over first Data Link 14. Those of ordinary skill in the art will realize that any 
W number of such packet memories could be used and that they should be adapted to store 
g the longest packet to be encountered. 

h? Packets^that are to be transmitted over the second Data Link 16 (FIG. 1) are 

similarly placed in Transmit Link Queue B ("TLQB") 60 of Transmitting Agent 12. 
15 TLQB has a number of packet memories 62, 64, 66, 68 which serve to buffer packets to 
be sent by TLQB over second Data Link 16. Those of ordinary skill in the art will realize 
that any number of such packet memories could be used and that they should be 
adapted to store the longest packet to be encountered. 

Recall the first rule from above. Suppose, for example, that five different data 
20 flows are ready for transmission and that their respective packets are loaded into 

11 
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Transmitting Queue 32 as shown in FIG* 2. For reference, the notation of flow 3;1 
entered in memory 40 of Transmitting Queue 32 should be interpreted as being the first 
packet of flow three and the others should be interpreted likewise. We will also 
suppose that all five flows are Order Critical Flows. 

5 Applying this first rule to memory 34 of Transmitting Queue 32, one finds that 

flow 1 is not currently being transmitted on either of the first or the second Data Links 
14 and 16 so one can choose either. For convenience, flow 1;1 is chosen to be 
y§ transmitted over the first Data Link 14 and is therefore shown stored in memory 52 of 
,p TLQA 50. Next, applying this first rule to memory 36, one finds that flow 1 is currently 
lCp being transmitted over the first Data Link 14, so flow 1 ;2 must be transmitted over the 
W first data link 14 as well and is therefore shown stored in memory 54 of TLQA 50. Next, 
S applying the first rule to memory 38, one finds that flow 2 is not currently being 
! }i transmitted on either of the first or the second Data Links 14 and 16 so one can choose 
p either. For bandwidth allocation reasons however, flow 2;1 is chosen to be transmitted 
15 over the second Data Link 1 6 because its Transmit Link Queue (TLQB) is less full and 
the packet is therefore shown stored in memory 62 of TLQB 60. Next, applying rule one 
to memory 40, one finds that flow 3 is not currently being transmitted on either of the 
first or the second Data Links 14 and 16 so one can choose either. For bandwidth 
allocation reasons however, flow 3;1 is chosen to be transmitted over the second Data 
20 Link 16 because its Transmit Link Queue (TLQB) is less full and the packet is therefore 
shown stored in memory 64 of TLQB 60. Next, applying rule one to memory 42, one 
finds that flow 4 is not currently being transmitted on either of the first or the second 
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data links 14 and 16 so one can choose either. Because now both Data Link Queues are 
equally full, for convenience, flow 4;1 is chosen to be transmitted over the first Data Link 
14 and is therefore shown stored in memory 56 of TLQA 50. Next, applying rule one to 
memory 44, one finds that flow 2 is currently being transmitted over the second Data 
Link 16, so flow 2;2 must be transmitted over the second Data Link 16 as well and is 
therefore shown stored in memory 66 of TLQB 60. Next, applying rule one to memory 
46, one finds that flow 1 is currently being transmitted over the first Data Link 14, so 
flow 1 ;3 must be transmitted over the first Data Link 14 as well and is therefore shown 
stored in memory 58 of TLQA 50. Finally, applying rule one to memory 48, one finds 
that flow 5 is not currently being transmitted on either of the first or the second Data 
links 14 and 16 so one can choose either. For bandwidth allocation reasons however, 
flow 5;1 is chosen to be transmitted over the second Data Link 16 because its Transmit 
Link Queue (TLQB) is less full and the packet is therefore shown stored in memory 68 of 
TLQB 60. This process is repeated as memories become available in Transmitting Queue 
32, TLQA 50, and TLQB 60 while data is being exchanged. 

This first example of data transmission according to the first rule of the present 
invention as in FIG. 2 shows the desired full bandwidth allocation. That is, eight packets 
of transmitted data are equally split into two queues of four each for each Data Link. 
This however will not always be the case. 

Turning now to FIG. 3, a block diagram of the Transmitting Agent 12, and lines 20 
and 26 to Xbar A 22 and Xbar B 28, respectively, illustrating a second example of data 
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transmission according to the first rule of the present invention is shown. Suppose for 
example that three different Order Critical Flows of data are ready for transmission and 
that their respective packets are loaded into the Transmitting Queue 32 as shown in FIG. 
3. The application of rule one in this case will result in an unequal allocation of 
bandwidth. 

Applying rule one to memory 34, one finds that flow 1 is not currently being 
transmitted on either of the first or the second Data Links 14 and 16 so one can choose 
either. For convenience, flow 1;1 is chosen to be transmitted over the first Data Link 14 
and is therefore shown stored in memory 52 of TLQA 50. Next, applying rule one to 
memory 36, one finds that flow 1 is currently being transmitted over the first data link 14, 
so flow 1 ;2 must be transmitted over the first Data Link 14 as well and is therefore 
shown stored in memory 54 of TLQA 50. Next, applying rule one to memory 38, one 
finds that flow 1 is currently being transmitted over the first Data Link 14, so flow 1;3 
must be transmitted over the first Data Link 14 as well and is therefore shown stored in 
memory 56 of TLQA 50. Next, applying rule one to memory 40, one finds that flow 2 is 
not currently being transmitted on either of the first or the second Data Links 14 and 16 
so one can choose either. For bandwidth allocation reasons however, flow 2;1 is chosen 
to be transmitted over the second Data Link 16 because its Transmit Link Queue (TLQB) 
is less full and the packet is therefore shown stored in memory 62 of TLQB 60. Next, 
applying rule one to memory 42, one finds that flow 1 is currently being transmitted over 
the first Data Link 14, so flow 1;4 must be transmitted over the first Data Link 14 as well 
and is therefore shown stored in memory 58 of TLQA 50. 

14 
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Next, applying rule one to memory 44, one finds that flow 1 is currently being 
transmitted over the first Data Link 14, so flow 1;5 must be transmitted over the first Data 
Link 14 as well, however TLQ A 50 is currently full. As a consequence of rule one, flow 
1 ;5 must wait for a space to open in TLQA 50* Flow 1;5 is not allowed to transmit over 
the second Data Link 16. The result is an unequal allocation of bandwidth. 
Nevertheless, since having two Data Links is better than having only one Data Link, this 
unequal allocation of bandwidth proves to be an advance over the prior art. As 
compared to a single Data Link data exchange system, even in this situation, the data 
exchange system 10 of the present invention actually transmitted one more packet (i.e. 
five versus four) than the single Data Link system would have given the same set of data 
to transmit. Since the transmission times are relatively short, it is presently preferred to 
have the data exchange system 10 wait for space to open up in TLQA 50 for the 
transmission of flow 1;5 without the data exchange system 10 looking ahead to memory 
46 of Transmitting Queue 32 for possible transmission on data link 16, although this 
would be possible at the cost of some added system complexity. 

It should be noted that if flow 1;5 had become ready for transmission at some time 
after all of flows 1;1, 1;2, 1;3, and 1;4 had left TLQA 50, then flow 1;5 could once again 
be transmitted on either of the first or the second Data Links 14 and 16, so one can 
choose either. A packet is considered to have "left" a TLQ when the last data of the 
packet has been transmitted over the Data Link. Thus, the result of unequal allocation 
of bandwidth depends on when the data becomes ready for transmission. This case also 
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demonstrates that it is not necessary that all packets of an Order Critical Flow travel over 
a particular Data Link-just that they all do so as long as such related packets are in one 
of the TLQs of the Transmitting Agent 12. The possibility of data packet scrambling 
introduced by this fact is resolved by the packet sequence labeling discussed below. 

Turning now to FIG. 4, a block diagram of line 24 from XB AR A 22, line 30 from 
XBAR B 28, and the Receiving Agent 18 illustrating an example of data reception 
according to the second rule of the present invention is shown. Data that has been 
initially received is located in RLQA 51 and in RLQB 61. Data that is transmitted over 
the first Data Link 14 is passed along the second line 24 to RLQA 51 of the receiving 
agent 18. Data that is transmitted over the second Data Link 16 is passed along the 
second line 30 to RLQB 61 of the Receiving Agent 18. In either case, the data is 
ultimately moved from RLQA 51 and RLQB 61 and stored in the Receiving Queue 70 of 
i the Receiving Agent 18. Receiving Queue 70 is shown to have eight separate memories 
72, 74, 76, 78, 80, 82, 84, and 86, respectively, however those of ordinary skill in the art 
will realize that any number of memories could be employed in a similar manner as 
described herein for eight memories. Also, the memories can be of any length but must 
be at least as long as the longest packet to be encountered. The order in which the data 
packets are stored in the Receiving Queue 70 (and ultimately used or retransmitted as a 
new stream of packets) depends on the application of the second rule as outlined above, 
and discussed in detail below. 
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Referring to FIGS. 1-4, Data Link 14 includes first line 20 communicating 
between TLQA 50 and XBAR A 22, XBAR A 22, and second line 24 communicating 
between XBAR A 22 and RLQA 51 . Similarly, Data Link 16 includes first line 26 
communicating between TLQB 60 and XBAR B 28, XBAR B 28, and second line 30 
communicating between XBAR B 28 and RLQB 61. XBAR A 22 and XBAR B 28 are 
conventional high speed, packet switching crossbars well known to those of ordinary 
skill in the art. 

Recall from above that the second rule is that packets are processed by the 
Receiving Agent 18 in sequential order as received. In order to comply with the second 
rule, Receiving Agent 18 employs a sequence counter 88 to number the packets (as by 
inserting a sequence number in a header of the packet) based on the time at which they 
were first received. That is, the time at which the packet first arrives at Receiving Agent 
18 and not the time at which packet reception is complete. The first packet to begin to 
arrive is number one, the second packet to begin to arrive is number two, and so on. The 
number given by sequence counter 88 does not depend on which Data Link the packet 
was received on. Since the packets are of various lengths, it is possible that while a long 
packet is being received on one Data Link, several shorter packets may be received on 
one or more other Data Links. 

Suppose for example that five different Order Critical Hows of data packets have 
been received at RLQA 51 and RLQB 61 of Receiving Agent 18 as shown in FIG. 4. In 
order to apply the second rule to these data flows, the order in which each packet is 

17 



CISCO-0308A 

received by Receiving Agent 18 must be known. Those of ordinary skill in the art will 
realize that the order of reception will depend at least upon the length of the packet and 
the speed of transmission over the Data Link. 

Turning now to FIG. 5, a graph of the data received by the Receiving Agent 18 
for the example shown in FIG. 4 according to the present invention is shown. In the 
graph, on the horizontal axis, time is increasing to the right. The horizontal width of the 
various bar segments (90, 92, 94, 96, 98, 100, 102, and 104) is representative of the time 
that each packet takes to transmit over the Data Link. As alluded to above, the 
horizontal width (time) will depend at least upon the length of the packet and the speed 
of transmission over the data link. Those of ordinary skill in the art will realize that the 
graph shows only a portion of what would be a continuous stream of data being 
transmitted over Data Links 14 and 16 and being received by Receiving Agent 18. 

For this particular example, inspection of the graph will show that the first packet 
to be received by the Receiving Agent 18 of FIG. 4 is bar segment 90 representing flow 
1;1. Bar segment 90 begins first in time at the left of the graph. How 1;1 was received 
through second line 24 from XBAR A 22 of first Data Link 14 of FIG. 4. As a result of 
being the first packet to be received by the Receiving Agent 18, the sequence counter 
88 of FIG. 4 will number flow 1;1 as number one. The second packet to be received by 
the Receiving Agent 18 is bar segment 92 representing flow 2;1. How 2;1 was received 
through second line 30 from XBAR B 28 of second Data Link 16 of HG. 4. The 
sequence counter 88 will number flow 2;1 as number two. The third packet to be 
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received by the Receiving Agent 18 is bar segment 94 representing flow 3;1. The 
sequence counter 88 will number flow 3;1 as number three. The fourth packet to be 
received by the Receiving Agent 18 is bar segment 96 representing flow 1;2. The 
sequence counter 88 will number flow 1;2 as number four. The fifth packet to be 

5 received by the Receiving Agent 18 is bar segment 98 representing flow 4;1. The 
sequence counter 88 will number flow 4;1 as number five. The sixth packet to be 
received by the Receiving Agent 18 is bar segment 100 representing flow 2;2. The 
sequence counter 88 will number flow 2;2 as number six. The seventh packet to be 

% received by the Receiving Agent 18 is bar segment 102 representing flow 5;1. The 
1(J| sequence counter 88 will number flow 5;1 as number seven. Finally, the eighth packet 

V to be received by the Receiving Agent 18 is bar segment 104 representing flow 1;3. The 

y sequence counter 88 will number flow 1;3 as number eight. 

f|j Since packets are of arbitrary size, it is possible for many small packets to be 

p received on one Data Link at the same time that a single or large packet is received on 
15 another Data Link. In this case, the large packet would have a sequence number N, 
while the small packets on the other Data Link would have sequence numbers N+l, 
N+2, N+3, etc. When moving data from the RLQs to the RQ, it is desirable to move 
this data at similar rates (from each RLQ to the RQ) independent of the size of the 
packets being received on the Receive Data Links. Alternating packet movement 
20 between RLQs would not achieve this goal due to the potential for different sized 
, receive packets. Moving packets in order of sequence number achieves this goal. 

19 



CISCO-0308A 

Returning now to FIG. 4, the numbering of the packets by the sequence counter 
88 of the Receiving Agent 18 as outlined with respect to FIG, 5 will be implemented. 
First, flow 1;1 from memory 53 of TLQA 51 was numbered one by the sequence counter 
88 and is placed in memory 72 (i.e. the first memory) of Receiving Queue 70. Next, flow 
5 2;1 from memory 63 of RLQB 61 was numbered two by the sequence counter 88 and is 
placed in memory 74 (i.e. the second memory) of Receiving Queue 70. Next, flow 3;1 
from memory 65 of RLQB 61 was numbered three by the sequence counter 88 and is 
placed in memory 76 of Receiving Queue 70. Next, flow 1;2 from memory 55 of RLQA 
51 was numbered four by the sequence counter 88 and is placed in memory 78 of 
Iff Receiving Queue 70. Next, flow 4;1 from memory 57 of RLQA 51 was numbered five 
r p by the sequence counter 88 and is placed in memory 80 of Receiving Queue 70. Next, 
l J flow 2;2 from memory 67 of RLQB 61 was numbered six by the sequence counter 88 
q and is placed in memory 82 of Receiving Queue 70. Next, flow 5;1 from memory 69 of 
fy RLQB 61 was numbered seven by the sequence counter 88 and is placed in memory 84 
lS of Receiving Queue 70. Finally, flow 1;3 from memory 59 of RLQA 51 was numbered 
eight by the sequence counter 88 and is placed in memory 86 of Receiving Queue 70* 
Note that memories 53, 55, 57, 59, 63, 65, 67 and 69 of RLQA 51 and RLQB 61 
correspond in capability to memories 52, 54, 56, 58, 62, 64, 66 and 68 of TLQA 50 and 
TLQB 60. 

20 Now, in order to comply with the second rule, the Receiving Agent 18 processes 

the packets in the sequential order shown in receive queue 70. The process outlined 
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with respect to FIGs. 4 and 5 is repeated as memories become available in RLQA 51, 
RLQB 61, and Receiving Queue 70 while data is being exchanged. 

Note that a Receiving Agent 18 moves its received packets from the Receive 
Link Queues (51, 61) to the Receiving Queue 70 as reception is complete in the order of 
the sequence numbers applied by Sequencer 88. The memories associated with the 
Receive Link Queues are provided to buffer their operation. 

It is important to note that through the application of the pair of operating rales in 
the example illustrated with respect to FIG. 4, the order of Order Critical Hows 1 and 2 
are not disrupted. Consequently, the present invention provides an apparatus for and a 
method of data exchange that exhibits improved data exchange system bandwidth and 
exceptional data exchange system bandwidth allocation. 

Note that while multiple Order Critical Flows were shown interlaced in the 
example, interweaving Non-Order Critical Flows would be trivial as each could be 
thought of as a single-packet Order Critical Flow in these examples. 

While illustrative embodiments and applications of this invention have been 
shown and described, it would be apparent to those skilled in the art that many more 
modifications than have been mentioned above are possible without departing from the 
inventive concepts set forth herein. The invention, therefore, is not to be limited except 
in the spirit of the appended claims. 
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